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INDEPENDENT ASSURANCE REPORT
To the management of Technology Source Company as a Licensed Certification Authority
under the National Root Certification Authority of Iraq (“TechSource™)

Scope

We have been engaged, in a reasonable assurance engagement, to report on TechSource management’s
assertion that for its Certification Authority (CA) operations at Baghdad, Iraq, throughout the period 2025-05-
22 to 2025-07-31 for its CAs as enumerated in Attachment A, in scope for Network Security Requirements,
TechSource has:

e Maintained effective controls to provide reasonable assurance that it meets the Network and Certificate
System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities — Network Security —
Version 1.7.

Certification Authority’s Responsibilities

TechSource’s management is responsible for its assertion, including the fairness of its presentation, and the
provision of its described services in accordance with the WebTrust Principles and Criteria for Certification
Authorities — Network Security — Version 1.7.

Our Independence and Quality Management

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on
fundamental principles of integrity, objectivity, professional competence and due care, confidentiality and
professional behavior.

The firm applies International Standard on Quality Management (ISQM) 1, Quality Management for Firms
that Perform Audits or Reviews of Financial Statements, or Other Assurance or Related Services Engagements
and accordingly maintains a comprehensive system of quality control including documented policies and
procedures regarding compliance with ethical requirements, professional standards and applicable legal and
regulatory requirements.

Practitioner’s Responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International
Auditing and Assurance Standards Board. This standard requires that we plan and perform our procedures to
obtain reasonable assurance about whether, in all material respects, management’s assertion is fairly stated,
and, accordingly, included:

(1) Obtaining an understanding of TechSource’s network and certificate system security to meet the
requirements set forth by the CA/Browser Forum;

(2) Testing and evaluating the operating effectiveness of the controls; and

(3) Performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.

The relative effectiveness and significance of specific controls at TechSource CA and their effect on
assessments of control risk for subscribers and relying parties are dependent on their interaction with the
controls, and other factors present at individual subscriber and relying party locations. We have performed no
procedures to evaluate the effectiveness of the controls at individual subscriber and relying party locations.

Inherent Limitations
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There are inherent limitations in the effectiveness of any system of internal control, including the possibility
of human error and the circumvention of controls. For example, because of their nature, controls may not
prevent, or detect unauthorized access to systems and information, or failure to comply with internal and
external policies or requirements. Also, the projection to the future of any conclusions based on our findings
is subject to the risk that controls may become ineffective.

Opinion

In our opinion, throughout the period 2025-05-22 to 2025-07-31, TechSource management’s assertion, as
referred to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and
Criteria for Certification Authorities — Network Security — Version 1.7.

This report does not include any representation as to the quality of TechSource’s services beyond those
covered by the WebTrust Principles and Criteria for Certification Authorities — Network Security — Version
1.7, nor the suitability of any of TechSource’s services for any customer's intended purpose.

Use of the WebTrust seal

TechSource’s use of the WebTrust for Certification Authorities —Network Security Seal constitutes a symbolic
representation of the contents of this report and it is not intended, nor should it be construed, to update this
report or provide any additional assurance.

Crowe FST Audit Ltd.
Budapest, Hungary

2025-08-20
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Anna Kdszegi CPA Péter Maté Erddsi PhD CISA

Partner Director
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Attachment A — | gala)

TS LP CA G1
Subject CN=TS LP CA G1,0=Technology Source,C=1Q
CN=ITPC Document Signing Root CA G1,0=Informatics & Telecommunications Public
Issuer
Company,C=1Q
Serial 4D1FAC938E4D3E39925D28964E7A767E
Key
Algorithm ECC secp384rl
Key Size 384 bit
Digest
Algorithm SHA-384
Not Before | 2024-06-09 09:37:31 GMT
Not After 2030-06-09 09:37:31 GMT
SKI 60F2E8FBE6DSC74CA4D75B426AA91875806ESCAC
SHAZ% . 3641CA24DDB05B7097D9344182995A09A2B4546FCEB366CCC8FFBECFFA0843FE
Fingerprint
TS NP CA G1
Subject CN=TS NP CA G1,0=Technology Source,C=IQ
CN=ITPC Document Signing Root CA G1,0=Informatics & Telecommunications Public
Issuer B
Company,C=I1Q
Serial 481A8CE1C21208E5C8C40DB70B8BBD56
Key
Algorithm ECC secp384rl
Key Size 384 bit
Digest
Algorithm SHA-384
Not Before | 2024-06-09 09:28:01 GMT
Not After 2030-06-09 09:28:01 GMT
SKI 8528F2C458 AD428F05FOFA701E492248C6AB96A6
SHA256 . 63608280B8FIF3CASF310E1795B259B7BEB3EO0F5994739BB5SCBE3907E407A2B0
Fingerprint
TS CS CA G1
Subject CN=TS CS CA G1,0=Technology Source,C=IQ
CN=ITPC CS Root CA G1,0=Informatics & Telecommunications Public
Issuer -
Company,C=1Q
Serial 6BDB6546B6A05481877CEF5340388981
Key
Algorithm ECC secp384rl
Key Size 384 bit
Digest
Algorithm SHA-384

TS_PoT_Independent

_Report_for_NS_v3_final.docx pp 5/7




Crowe

Crowe FST Audit Kft.

Member of Crowe Global

H-1124 Budapest
Jagell6 ut 14.
Hungary

Tel: +36 1 225-3490
Fax: +36 1 225-3491
www.crowe.hu

TS CS CA G1
Not Before | 2024-06-09 09:50:45 GMT
Not After 2030-06-09 09:50:45 GMT
SKI B6DD4541BBDBE6C6EOAF9BACSB60AFE9B2FA2D51
SHA256 . 93FE75E68B761830DA145AB7F4E733422CBCD3C0B1718552C8E67C4C6496 AB4F
Fingerprint
TS TLS CA G1
Subject CN=TS TLS CA G1,0=Technology Source,C=IQ
CN=ITPC TLS Root CA G1,0=Informatics & Telecommunications Public
Issuer
Company,C=I1Q
Serial 7AF38FE32D2A96B70D5E294E304B7913
Key
Algorithm ECC secp384rl
Key Size 384 bit
Digest
Algorithm SHA-384
Not Before | 2024-06-13 09:29:49 GMT
Not After 2030-06-13 09:29:49 GMT
SKI EC181467FCF4A67D1F48DBDE5S147A8CF3D11B8DS8
SHA256 . C2AAD4BA175A83726F5A2D95AD597688807E2A3C3B43DE986D7E6D29EF8041F0
Fingerprint
TS SMIME CA G1
Subject CN=TS SMIME CA G1,0=Technology Source,C=1Q
CN=ITPC SMIME Root CA G1,0=Informatics & Telecommunications Public
Issuer
Company,C=I1Q
Serial 26FE6F4E39C9D780E6FF5316200DA169
Key
Algorithm ECC secp384rl
Key Size 384 bit
Digest
Algorithm SHA-384
Not Before | 2024-06-09 09:49:30 GMT
Not After 2030-06-09 09:49:30 GMT
SKI AB3089C1798D27A292B2C9DD7EFC219938F12E54
IST!jlgezl‘slfrin ¢ AB77A92509282E44BE1C570FD3D2F624DA7FDADO0834A61F111433069FBBF75D5
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TS TSA CA G1

Subject

CN=TS TSA CA G1,0=Technology Source,C=I1Q

CN=ITPC TSA Root CA G1,0=Informatics & Telecommunications Public

Issuer Company,C=1Q

Serial TEAB2AS98E371DD4B4ED7357632471D6

Key

Algorithm ECC secp384rl

Key Size 384 bit

Digest

Algorithm SHA-384

Not Before | 2024-06-09 09:45:45 GMT

Not After 2030-06-09 09:45:45 GMT

SKI 5D99239BASF3F4559021D2C4E6489120477F18E8
gggjf;rin ¢ 1E2AA84936A13E76C78376B58 AAFE2E3829604E491C564E913D5BAB4516669C3

TS_PoT_Independent_Report_for_NS_v3_final.docx

pp 7/7




=

TECHNOLOGY

Technology Source Company Management’s Assertion SOU RC E

daladl §yloxilly Cliome g el Clouse L) gl yuuan A5 Bylo) e i

VLW el dSad1) Byl Olslgad Hdoll dubgll dalull Cod deias Gauad dods 3950 Jgl L g S juae dS Jas

dalis Glods 3939 ¢ ! el ldlate BUaS o> ¢ T 3ondedl (§ 9Sie 98 LS Bauarl] dlaluw cilods Juiidiy g5 ¢ (dloghaally

oo Juasyl wlalgd g9 (a9l JuasYl wilslgad gasaill

ol JlaVl wlslgs aeg SSL oI Jlaiyl wiblgid Gauaill dalu Oldea) laylgs sLid] (ye dghaun b ¢S yuae Byl )]

zeouat) 2o sl Y 351 g ¢ ddlie GWT e dalgall ods (S5io clalgadly il olel plas Jaslgus 3 (3 Loy « SSL CA

Ly @iy jablys (S

Llgall g «ells e 3lag jglad ol alguall e dililly (gl Uasdl ddlaas @3 § by cailgns (ST & Aolio 398 dgs

) 55 «eld e 8oy g ¢Sl Huuaes duolsdl Gduadl dale Oldeny 3lak lasd Ygine Blaws 1945 O V] lgiSen Y Uladll

gl yg e Jasl gl Aullad Calises U «dg lall

Gradl dalu Oleds @05 dis (epdill 14 e 3log . Gruaill dalu wleds e Lhalgd oudt Ll ¢3S jdan B)l] casld 1

18 AS801 O (Y- YO-- VY'Y JI Y- Y0-1 0-YY yo BAAN UM ¢yl ol 3 a1 JLasHl wilslgds pes (¥l Juasyl wilslead

ol Guiin Jid oy dme 98 LS Ololgad! plasg dSadl Olel wldlatiay a7l @b Jsine Olass pdgl Alad baslgss e clabl> o
ALV eyl — a8l ol — el Sllalud Cusys o9 sulasg skl ladg crisaially Gaisaill

ER

L’a’gglqiﬂl yMan
Gilsaagallg aliifl Cilaail
Aalall §yladilly

‘dl.uglﬁu\i.g.a.f L g S| yuuae dS &
Azl Al yade kg, Gl 4940
Ye¥YOomeAao Yo ¥Oeu A=) a

Technology Source Management Assertion NS PoT v1 pp 1/4



=

TECHNOLOGY

Technology Source Company Management’s Assertion SOU RC E

nnnnnnnnnnnnnnnnnnn

TECHNOLOGY SOURCE COMPANY MANAGEMENT'’S ASSERTION

Technology Source Company (“TechSource”) as the first certified certification service provider under
the National Root Certification Authority of Irag (“ITPC") operates the Certification Authority (CA)
services known as enumerated in the Appendix A, in scope for Network Security Requirements, and
provides SSL and non-SSL CA services.

The management of TechSource is responsible for establishing controls over its SSL and non SSL CA
operations, including its network and certificate security system controls. These controls contain
monitoring mechanisms, and actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error, and the
circumvention or overriding of controls. Accordingly, even effective controls can only provide
reasonable assurance with respect to TechSource’s Certification Authority operations. Furthermore,
because of changes in conditions, the effectiveness of controls may vary over time.

TechSource management has assessed its controls over its CA services. Based on that assessment, in
providing its SSL and non-SSL Certification Authority (CA) services at Baghdad, Iraq, throughout the
period 2025-05-22 to 2025-07-31, TechSource has:

e Maintained effective controls to provide reasonable assurance that it meets the Network and
Certificate System Security Requirements as set forth by the CA/Browser Forum in accordance with
the WebTrust Principles and Criteria for Certification Authorities - Network Security - Version 1.7.

E

Liaglgas il yauan 3
calaaaylly @bl ilasal
dalnll 5)uadlly

Technology Source Company £ r}j
Republic of Iraq , Baghdad PKI Director
10-08-2025 10-08-2025
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Appendix A - 1 =kl

TS LP CA G1
Subject CN=TS LP CA G1,0=Technology Source,C=1Q
I CN=ITPC Document Signing Root CA G1,0=Informatics & Telecommunications Public
ssuer _

Company,C=IQ
Serial 4D1FAC938E4D3E39925D28964E7A767E
‘:‘m‘gifgﬁnt 3641CA24DDB05B7097D9344182995A00A2B4546F CEB366CCC8FFBECFFA0843FE
TS NP CA G1
Subject CN=TS NP CA G1,0=Technology Source,C=1Q
I CN=ITPC Document Signing Root CA G1,0=Informatics & Telecommunications Public
ssuer -

Company,C=IQ
Serial 481A8CE1C21208E5C8C40DB70B8BBD56
‘:’i';']‘;ifsrint 63608280B8F9F 3CA5F310E 1795B259B7BEB3EOF5994739BB5CBE3907E407A2B0
TS TLS CA G1
Subject CN=TS TLS CA G1,0=Technology Source,C=IQ
Issuer CN=ITPC TLS Root CA G1,0=Informatics & Telecommunications Public Company,C=IQ
Serial 7AF38FE32D2A96B70D5E294E304B7913
ﬁmifgﬁnt C2AAD4BA175A83726F 5A2D95AD597688807E2A3C3B43DEI86D7ESD29EF8041F0
TS CS CA G1
Subject CN=TS CS CA G1,0=Technology Source,C=1Q
Issuer CN=ITPC CS Root CA G1,0=Informatics & Telecommunications Public Company,C=I1Q
Serial 6BDB6546B6A05481877CEF5340388981
ﬁmifgﬁnt 93FE75E68B761830DA145AB7F4E733422CBCD3C0B1718552C8E67C4C6496ABAF
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TS SMIME CA G1
Subject CN=TS SMIME CA G1,0=Technology Source,C=1Q
CN=ITPC SMIME Root CA G1,0=Informatics & Telecommunications Public
Issuer —
Company,C=IQ
Serial 26FEGF4E39C9D780E6FF5316200DA169
‘:‘m‘gifgﬁnt AB77A92509282E44BE 1C570FD3D2F624DA7FDADO834A61F111433069FBBF75D5
TS TSA CA G1
Subject CN=TS TSA CA G1,0=Technology Source,C=1Q
Issuer CN=ITPC TSA Root CA G1,0=Informatics & Telecommunications Public Company,C=I1Q
Serial 7EAB2A598E371DDAB4ED7357632471D6
?ﬂ@if.fﬁnt 1E2AA84936A13E76C78376B58AAFE2E3829604E491C564E913D5BAB4516669C3
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